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Abstract

Background: Social media and Internet technologies present several emerging and ill-explored issues for a modern
healthcare workforce. One issue is patient-targeted Googling (PTG), which involves a healthcare professional using a
social networking site (SNS) or publicly available search engine to find patient information online. The study’s aim
was to address a deficit in data and knowledge regarding PTG, and to investigate medical student use of SNSs due
to a close association with PTG.

Method: The authors surveyed final year medical students at the Otago Medical School, University of Otago in January
2016. A subset completed focus groups that were analysed using thematic analysis to identify key themes relating to
students’ attitudes towards PTG, and reasons why they might engage in PTG.

Results: Fifty-four students completed the survey (response rate = 65.1%), which showed that PTG was uncommon (n
= 9, 16.7%). Attitudes were varied and context dependent. Most participants saw problems with PTG and favoured
more explicit guidance on the issue (n = 29, 53.7%). SNS usage was high (n = 51, 94.4%); participants were concerned
by the content of their SNS profiles and who they were connecting with online. Participants showing high SNS use
were 1.83 times more likely to have conducted PTG than lower use groups.

Conclusions: The diverse attitudes uncovered in this study indicated that teaching or guidelines could be useful to
healthcare professionals considering PTG. Though ethically problematic, PTG may be important to patient care and
safety. The decision to conduct PTG should be made with consideration of ethical principles and the intended use of
the information.

Keywords: Patient-targeted Googling, PTG, Social media, Online professionalism, Doctor-patient relationship,
Professional ethics

Background
Social media and Internet use within the health sector
have been rising steadily since their advent over recent
decades [1, 2]. In 2013, 92% of New Zealanders were
using the Internet and 80% of them held a social
networking site (SNS) membership [3]. The global rise
in popularity of Internet and SNS technologies is
likewise seen among doctors and medical students [1, 2].
Healthcare professionals may find numerous benefits to
such technologies, including easier communication and

access to information. However, SNSs and the Internet
also present a raft of ethical issues by blurring some
boundaries of professionalism and introducing new
modes of intimacy to the doctor-patient relationship.
One issue is patient-targeted Googling (PTG), which
involves a healthcare professional using a SNS or
publicly available search engine to find patient informa-
tion online [4, 5]. PTG is a relatively new phenomenon
which is still in the early stages of investigation. It has
been identified as an area of professional behaviour
relevant to the delivery of good healthcare [1].
Since its first mention in 2010, interest in PTG has

been rising with growing recognition of the impact of
social networks and accessibility of personal information
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on professional behaviour [4]. As these technologies
increase in prominence and usage in society, there may
be an increased likelihood of PTG occurring. Recent
studies show PTG is occurring among medical students
and healthcare professionals in various countries [6–9],
though no data exist for the New Zealand context. The
prevalence of PTG reported in other studies is relatively
low, with one Canadian survey of physicians and medical
students reporting a prevalence of 14% [9]. These studies
include several large surveys in countries with somewhat
similar healthcare environments to that of New Zealand
(Australia, Canada and the United States of America).
Though there are many guidelines about use of social
media for medical students, we were unable to find any
guideline or policy that specifically addressed PTG. A
study by Clinton et al. did provide a pragmatic frame-
work for considering PTG, with the aim of minimising
the risk of exploiting the patient, but it is unclear to
what extent this framework has been adopted in explicit
guidelines and policies [4]. Their study identifies prob-
lematic motivations for conducting PTG, specifically
curiosity, voyeurism and habit. They also discuss how
the ubiquity of SNS and the Internet makes it easier to
conduct PTG without due ethical consideration [4].
Following its emergence in literature, there have been

several case studies on PTG, which document both its
positive and negative aspects [5, 10]. Within these case
studies, it was evident that patients may believe their priv-
acy and autonomy are being breached, which could fuel
consequent distrust towards the healthcare professional.
Patient distrust and resentment could strain the doctor-
patient relationship, which may result in less effective care
and poorer health outcomes. This is particularly relevant
to the psychotherapeutic relationship, where a lack of trust
may hinder any further treatment [11]. This relationship
may also suffer if a healthcare professional forms a negative
perception of their patient based on derogatory informa-
tion found online. This information may not necessarily be
false, as even accurate details about the patient could easily
be misconstrued by an unwitting healthcare professional
(discussed in Case Vignette 1 below) [4]. In contrast, other
case studies have documented the positive potential of
PTG, and its role as a crucial aspect of patient care and
safety [10]. Volpe et al. describe one such case, whereby
PTG revealed a patient to be deceiving doctors in order to
undergo a significant and unnecessary operation [10]. If
critical information is unavailable from the patient or other
sources, PTG may represent a valuable and simple solu-
tion. Such instances may include unconscious patients in
an emergency department or patients with advanced de-
mentia. Within the wider literature, the care and safety of
psychiatric patients was often cited as a useful role of PTG
[4]. Healthcare professionals could learn more about a pa-
tient’s mental state or suicidal ideation from the content of

their SNS posts, which may enable the healthcare profes-
sional to prevent harm to the patient [4]. Therefore, health-
care professionals need to balance the need for information
with the ethics of PTG, whilst also considering the potential
for gaining misinformation about the patient.
Online patient information exists in a variety of forms,

ranging from content that patients have created about
themselves (e.g. photos, videos and writings), to content
created about patients by third parties (e.g. news articles
and police reports). The value of this information to patient
care is heavily context dependent, though conceivably, may
be of greatest benefit to patients with an impaired ability to
convey accurate information to the healthcare professional
(e.g. emergency department and psychiatric patients). Iron-
ically, these are also the patients in which PTG has the po-
tential to cause the greatest harm. This harm could be
caused in a variety of ways. It could result from a break-
down of the therapeutic alliance caused by the healthcare
professional’s own perception of the patient (e.g. a nurse
has been assaulted and does not want to treat a patient
after reading online that they are a violent offender), or due
to clinical decisions being unduly influenced by unreliable
online information (e.g. a doctor not taking a patient’s acute
abdomen seriously after reading a comment on Facebook
indicating the patient is a drug seeker).

Case vignette 1
Clinton et al. describe a case where an effective therapeutic
alliance is completely eroded by PTG [4]. In this case, a
psychiatrist doubted their patient’s inability to pay for their
therapy sessions in full. The psychiatrist went on to search
for the patient’s home address online, whereby they discov-
ered that the patient lived in a large house in an affluent
neighbourhood. Upon confronting the patient, it emerged
that they were renting a room in the basement for a small
fee and also performing chores around the house. The
patient did not return for any further sessions [4].

Case vignette 2
Baker et al. describe a case in which a 26-year-old woman
requested a bilateral prophylactic mastectomy, without
the benefit of genetic testing, due to her unsubstantiated
family history of breast, ovarian, and oesophageal cancer
[5]. She also claimed to have had a previous melanoma re-
moved. The genetic counsellor searched for the patient
online, in light of her inconsistent family and personal
medical history. The patient was found to be soliciting do-
nations to attend a cancer conference. She was also found
to be giving newspaper interviews and blogging about her
personal experience with cancer. The breast surgeon con-
sequently declined to offer her surgery [5].
Patient safety is a ubiquitous theme among articles ex-

ploring PTG, including an article by Baker et al., who out-
line ten situations that may warrant PTG [5]. All of these
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situations have concern for patient safety at their core: “1)
duty to re-contact/warn patient of possible harm, 2) evi-
dence of doctor shopping, 3) evasive responses to logical
clinical questions, 4) claims in a patient’s personal or family
history that seem improbable, 5) discrepancies between a
patient’s verbal history and clinical documentation, 6) levels
of urgency/aggressiveness incommensurate with clinical as-
sessment, 7) receipt of discrediting information from other
reliable health professionals that calls the patient’s story into
question, 8) dissonant or incongruent statements by the pa-
tient, or between a patient and their family members, 9)
suspicions regarding physical and/or substance abuse, and
10) concerns regarding suicide risk” [5].
According to New Zealand’s Health Information Privacy

Code (HIPC), information found online through PTG
constitutes health information if it is collected for the pur-
pose of providing health services to the patient. This infor-
mation does not necessarily have to be about the patient’s
health to constitute ‘health information,’ so long as it is
collected in the course of providing patient care. Searching
for information about a patient for a reason unrelated to
the provision of health care would be an unlawful breech
of Rule 1 of the HIPC. If information is reasonably related
to the provision of health services, then Rule 2(2)(f) allows
for its collection from sources other than the patient or
their representative so long as the information is ‘publicly
available.’ According to Rule 3, the patient does not need
to be informed when publicly available information is col-
lected about them by means other than from the patient
themselves or their representative [personal communica-
tion from Professor John Dawson to AC,12]. If informa-
tion found through PTG is found to be untrue through
litigation and lowered the patient’s reputation, then re-
cording it in the patient’s notes may constitute defamation
under New Zealand’s Defamation Act 1992. The health-
care professional could, however, quote whatever they
found online [personal communication from Professor
John Dawson to AC,13]. If PTG is conducted without
consideration of these rules, there is a risk that medical
practitioners and students may face legal ramifications,
and therefore it is important to understand attitudes to-
wards this behaviour and the reasons that might be given
for engaging in PTG.
There are currently no data about the practice of PTG

in a New Zealand context. Furthermore, though previous
work has identified cases that demonstrate the need for
guidance [4, 5], and data has been gathered about SNS use
and attitudes towards PTG for routine matters [12], we
are not aware of any previous work that has investigated
student attitudes towards PTG, explored their reasons for
considering it, and surveyed their SNS usage within the
same cohort. We aimed to gain an understanding of (1)
the extent of this practice in New Zealand, (2) the ethical
and clinical issues that PTG presents, (3) the motivations

and attitudes of the participants towards PTG, (4) and its
association with online behaviours and SNS use, due to
the role of SNSs as a source of online patient information
and therefore its possible association with PTG. We inves-
tigated these aspects of PTG among trainee intern (final-
year) medical students studying at New Zealand’s Otago
Medical School, University of Otago.

Method
Participants
We sent an email invitation to 83 final year medical stu-
dents at the Otago Medical School, University of Otago.
This cohort was chosen for practical reasons; the students
were largely centralised in Dunedin and we could contact
them en masse. Also, they had several years of exposure to
patients and hospital systems. This invitation included a
hyperlink which directed respondents to an anonymous on-
line survey. We personalised each hyperlink to allow for re-
sponse rate tracking and reminder invitations. We sent a
reminder email 1 week after the initial invitation and a final
SMS text message reminder 2 days after this reminder
email. Our survey was available over 2 weeks in January of
2016. The University of Otago Human Ethics Committee
gave ethical approval for both the online survey and focus
groups.

Online survey
We collected and managed survey data using REDCap,
hosted at the University of Otago [13]. REDCap is a se-
cure, web-based application designed to support data cap-
ture for research studies. The survey consisted of 24
items, which included an electronic consent form. We col-
lected basic demographic data, including age, gender, and
ethnicity. We then explored the prevalence of PTG and
attitudes towards the practice. We collected data on the
prevalence and usage patterns of SNSs among the study
cohort, due to a likely association with PTG. Several of
these questions were based on a survey by Brisson et al.,
including a question around attitudes towards PTG and
multiple questions around SNS usage patterns [12]. These
questions provided a useful comparison between our re-
sults and external data. The SNS questions were chosen
to reflect a broad understanding of the participants SNS
use and online behaviours. The REDCap software auto-
matically collated and analysed survey responses to pro-
vide us with descriptive statistics.

Focus groups
We held two five-person focus group sessions in January
of 2016. These focus groups were intended to explore the
participants’ reasoning and motivations in greater depth
than a survey could provide. Students indicated their will-
ingness to participate in focus groups by responding to a
question in the online survey and gave their contact email
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address for this purpose. All participants in the focus
groups signed a paper consent form and completed a
demographic questionnaire. Participants received edible
incentives during each session. We recorded these ses-
sions and used their subsequent transcriptions to conduct
a thematic analysis according the approach detailed by
Braun et al. [14]. To protect the participants’ identities
during the focus groups, we asked them to use a randomly
assigned number to identify themselves, in lieu of using
their names. We prepared several thought provoking
questions to stimulate conversation, though the subse-
quent discussion was allowed to take its own course.
These questions investigated the risks and benefits of
PTG, the likely effects of PTG, situations where it may be
justified, what guidelines may be appropriate, and the eth-
icality of PTG. The first and second authors facilitated the
focus groups. The second author was known to some par-
ticipants in a teaching capacity. We used a qualitative de-
scriptive approach to our analysis of the focus group
discussions, focusing on the content of the data rather
than the interpretive framework. The first and second au-
thors independently coded our data by creating succinct
codes, which identified ideas important to addressing our
objectives, and applying them to recurring ideas through-
out the transcript. We collated these codes and used them
to identify broader patterns within the discussion.

Results
Online survey
Fifty-five of 83 eligible participants submitted a survey re-
sponse. One participant declined to participate further after
reviewing the electronic consent form, resulting in 54 valid
survey responses and a response rate of 65.1%. Sixteen
(19.3%) eligible participants were on overseas clinical place-
ments during the study and may have had limited Internet
access. Despite this potential barrier to completion for a
number of respondents, a satisfactory response rate was
achieved. Demographic data is presented in Table 1.

Patient-targeted Googling
Nine (16.7%) respondents had conducted PTG; with
only one respondent conducting PTG more than once
per month. Thirty-four (75.6%) of those who had not
conducted PTG indicated that they never would, with

the remainder either stating they would or that they
were undecided. Nine (16.7%) respondents indicated that
they had seen someone else conduct PTG. Table 2 pre-
sents attitudinal responses to items relating to PTG. Re-
spondents indicated their agreement with various
statements on a five point Likert-type scale, from one
(strongly agree) to five (strongly disagree). Table 2 indi-
cates most (n = 36, 66.7%) respondents were concerned
by PTG, while many (n = 25, 46.3%) respondents thought
that they had received inadequate guidance on the issue.

Social networking site usage
Table 3 shows the senior medical students had high
levels of SNS usage, defined as the number of respon-
dents who reported having at least one social media page
(n = 51, 94.4%). Participants who were checking their
SNSs more than five times per day were 1.83 times more
likely to have conducted PTG than those using SNSs less
frequently. Participants reported concerns about who
they were connecting with online and the content of
their SNS profiles. Twenty-one (38.9%) respondents’
SNS profiles contained information that they would not
want a patient to see, and nine (16.7%) had information
on their SNS profiles that they would not want a col-
league to see. Twenty-eight (51.8%) had edited their SNS
profiles due to potential career effects, though only three
(5.6%) had deleted a profile for the same reason. Thirty-
five (64.8%) respondents found it appropriate to accept a
friend request from a superior, compared to 20 (37.0%)
who considered it acceptable to send a friend request to
a superior. Fifty (92.6%) found it inappropriate to accept
a friend request from a patient, and only two (3.7%) had
been approached by a patient online. Forty-seven
(87.0%) respondents thought that doctors should not be
able to send online friend requests to their patients.

Focus groups
Table 4 details several prominent themes, which emerged
during the focus groups. Much of the conversation in the
focus groups addressed attitudes towards PTG, but also
reasons why students might consider this. Reasons identi-
fied included enhancing patient safety, but not pure curi-
osity, and seeking information to enhance student
understanding of the situation leading to the patient’s
presentation. Notably, most of the focus group partici-
pants had conducted PTG, in contrast to the low preva-
lence found in the online survey. It is difficult to say if this
discrepancy is due to underreporting in the online survey,
or a selection bias whereby participants who had con-
ducted PTG were more interested in discussing it, never-
theless is suggests that estimates of the prevalence of PTG
in the online survey data may be conservative. While par-
ticipants did have reservations about PTG, they also com-
mented on its positive potential in certain contexts, such

Table 1 Demographic characteristics of senior medical student
survey respondents (n = 54), Dunedin, 2016

Ethnicity n (%) Gender n (%) Age n (%)

New Zealand European 21 (38.9) Female 29 (53.7) 20-23 21 (38.9)

Maori 2 (3.7) Male 25 (46.3) 24-27 27 (50.0)

Asian 23 (42.6) Other 0 (0.0) 28-31 2 (3.7)

Pacific Peoples 0 (0.0) 32-35 4 (7.4)

Other 8 (14.8)
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as preventing harm to psychiatric patients or finding cru-
cial information about unresponsive patients in an emer-
gency department. Participants were concerned by the
reliability of online information and with the ethics of
PTG. They talked about potential issues with the ethical
concepts of confidentiality and patient autonomy. Partici-
pants indicated that breaching these principles and the pa-
tient’s trust may result in damage to the doctor-patient
relationship and consequently cause poorer patient health
outcomes. Participants favoured more explicit teaching
around PTG and had reservations about the level of guid-
ance they had received within their training. The Otago
Medical School curriculum does not specifically cover
PTG; it does cover broader ethical teaching, the profes-
sional use of SNSs in healthcare, and professional bound-
aries. The intended use of information found online and
the context of PTG were important to participants in

deciding if the search was ethical and justified. In the re-
verse situation of PTG, participants held a negative view
of patients searching for healthcare professionals online,
as detailed by the ‘doctor-targeted Googling’ theme in
Table 4. This is an interesting finding, though perhaps not
unexpected. ‘Doctor-targeted Googling’ may not be con-
sistent with the principles discussed in the wider literature
around PTG, such as patient safety, as there is arguably
little that it could contribute in this regard. Comments in-
dicated that there may be some level of naivety among
healthcare professionals and the general public regarding
SNS privacy settings. Table 4 presents the themes identi-
fied in the focus groups, and representative attitudes en-
capsulated in each theme. The themes suggest that PTG is
an issue of ethics and professionalism. They represent a
cautious view of PTG among the participants, which is
paralleled in the survey and in other studies [4, 9].

Table 2 Senior medical student attitudes towards patient-targeted Googling (n = 54), Dunedin, 2016a

n (%)

(1 or 2)
agree or strongly
agree

(3)
undecided

(4 or 5)
disagree or strongly
disagree

I have no concerns about PTG. 10 (18.5) 8 (14.8) 36 (66.7)

I think PTG is appropriate for
routine matters as opposed
to a medical emergency.

0 (0.0) 7 (13.0) 47 (87.0)

I have received adequate
guidance on PTG.

14 (25.9) 15 (27.8) 25 (46.3)

I would like the medical
curriculum to provide more
explicit guidelines on PTG.

29 (53.7) 17 (31.5) 8 (14.8)

Abbreviations: PTG Patient-targeted Googling
aThe Likert-type scale has been collapsed to 3 points

Table 3 Social networking site use by senior medical students (n = 54), Dunedin, 2016

n (%)

I have a social media page that
contains personal information.

Facebook 49 (90.7)

Google+ 9 (16.7)

Twitter 6 (11.1)

personal blog 3 (5.6)

none 3 (5.6)

other 5 (9.3)

Frequency of access to personal
social networking site pages.

never 2 (3.7)

less than once per day 7 (13.0)

more than once per day 19 (35.2)

2-4 times per day 11 (20.4)

more than 5 times per day 15 (27.8)

Awareness of the guidelines set
out by the Code of Professional
Conduct for Medical Students at
the University of Otago which
includes the use of social media
and the Internet.

46 (85.2)
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Furthermore, they identify some reasons why PTG might
be considered appropriate, including if the intended use of
the information is for patient safety, or where knowledge
of patient identity may improve the safety of the health-
care team and other patients. Table 4. would appear to in-
dicate that the ethicality and professionalism of PTG is
heavily context dependent, though the motivation behind
any search was consistently important to the participants
in deciding if a search was justified.

Discussion
PTG is an emerging topic of discussion, relevant to both
the doctor-patient relationship and consequently to pa-
tient health outcomes. Our study offers data both qualita-
tive and quantitative in nature, providing a comprehensive
understanding of PTG in concert with SNS usage among
senior New Zealand medical students. A recent increase

in PTG rhetoric could be partly attributed to the perme-
ation of Internet and SNS technologies into the health
sector. We found this reflected in our study through high
levels of SNS membership (n = 51, 94.4%) and the high
frequency at which medical students check their SNS pro-
files (most check at least daily), this supports similar find-
ings in other studies [1, 2].
Our finding that few students have conducted PTG is

consistent with other data [9]. We believe this is reflective
of generally unfavourable attitudes towards the practice,
which are also seen in other studies [9, 12]. The Otago
Medical School curriculum provides students with a use-
ful ethical foundation for considering PTG, although most
would like more explicit teaching on this issue. Personal
ethical values are likely to affect a healthcare professional’s
approach to PTG and may vary widely between individ-
uals. Healthcare professional education could encourage a

Table 4 Salient themes derived through thematic analysis of focus group transcripts of ten senior medical students discussing social
media and the Internet, Dunedin, 2016

Theme Attitudes

Data reliability Patient information found online was possibly inaccurate or misleading.

Education While the participants had a good ethical foundation for considering
PTG, they favoured more explicit teaching and guidelines. Teaching
may be more practical than enforcing guidelines.

Relationships PTG could damage the doctor-patient relationship, though may have some
role in emotional closure after a patient’s death. Online information could
have significant effects on the doctor’s perception of the patient and,
therefore, on their health outcomes. Consented PTG may be beneficial to
the doctor-patient relationship and to patient care.

Ethics PTG may be ethical when conducted in the interest of benefiting the patient
and preventing harm. PTG may breach patient confidentiality. It may also
overstep the professional and personal boundaries of the doctor patient relationship.

Intended use The intended use of online information is important. The healthcare professional
should have a practical and ethical use in mind. Protecting patient safety is a use
the participants felt was justified. Curiosity and voyeurism were treated with trepidation.

Guidelines Participants wanted explicit guidelines, though recognised that these may be impractical
to enforce.

Source It would be more appropriate to ask the patient themselves or to ask an official organisation
(e.g. Police) than to conduct PTG, in light of unreliable online information.

Doctor-targeted Googling Participants viewed patients searching for their doctors online negatively, though they
recognised this was a common practice, especially when patients chose a new
healthcare providers or when they wanted to see public ratings of different doctors.

Role Some comments indicated that it may not be the role of the healthcare professional to
conduct PTG, and it may be better carried out by an official organisation such as the
Police or Child Youth and Family.

Value Most comments viewed PTG unfavourably, though some indicated that it would depend
on the context.

Patient identity This context of PTG may be different for famous patients due to more available information
and prior knowledge of the person. Investigating a patient who has been in the justice
system may be relevant to patient or staff safety. Reading online about a motor vehicle
accident may provide a more in-depth case background. Conducting PTG in the interest
of patient safety about psychiatric patients was viewed as reasonable.

Social media Participants indicated that patients and healthcare professionals may be naive when it comes
to keeping online information private.

Prevalence Most focus group participants had conducted PTG.

Abbreviations: PTG Patient targeted Googling
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more homogenous approach to PTG and somewhat miti-
gate the effect of varying personal ethics. Healthcare pro-
fessionals may be aided by guidelines or a pragmatic
framework for considering PTG, such as the one detailed
by Clinton et al. [4]. The framework offered by Clinton et
al. addresses many of the issues and risks which arose in
this study [4], though healthcare professionals using it
should still pay heed to New Zealand’s privacy and defam-
ation laws.
The veracity of information obtained through PTG is

a pervasive concern in other studies and was commen-
ted on frequently in our focus groups [9, 15]. Healthcare
professionals may find false or outdated information on-
line; if a search was not disclosed to a patient, they
would have no chance to corroborate or discredit the in-
formation found. Relying on potentially incorrect infor-
mation to make assessments of risk could possibly lead
to patients being significantly disadvantaged. Using non-
specific information to conduct a PTG search (e.g. the
patient’s name) could result in finding the wrong person
online, while using more accurate information obtained
through the doctor-patient relationship (e.g. the patient’s
home address) could be seen as abusing privileged infor-
mation. Focus group participants discussed more reliable
information sources than PTG, such as the Police or
Child, Youth and Family (CYF, a New Zealand Govern-
ment agency tasked with child protection). Participants
indicated that these sources would be a more appropri-
ate first approach than PTG. It was frequently assumed
in our focus groups that consent is not usually obtained
prior to conducting PTG; this could conflict with princi-
ples of autonomy and patient confidentiality.
PTG may present legal ramifications for healthcare pro-

fessionals and their employers, particularly where untrue
and derogatory information is repeated or recorded in the
patient’s notes without clearly indicating the online source
of the information [16]. New Zealand’s Health Information
Privacy Code offers protection of the patient’s rights in this
area [17]. A common justification of PTG in our focus
groups and other studies is the issue of patient safety, espe-
cially when the patient is in a psychiatric care setting [4, 5,
15]. Motives involving curiosity and voyeurism are ethically
dubious and cause for concern, they were treated with
trepidation in our focus groups and in other research [4, 9].
PTG conducted for these motivations would be unlawful
under the Health Information Privacy Code [17].
There is some evidence of an association between SNS

use and likelihood of PTG, with high SNS users more
likely to conduct PTG. Although this relationship is
based on a small number of observations, due to the low
prevalence of PTG identified by this sample, this is
nonetheless an interesting observation. Perhaps one of
the factors leading to PTG is simply a greater availability
of the tools used to conduct it, and due to high SNS use

in other parts of their lives there are fewer barriers to
using these tools to gather patient information. The
focus groups also revealed that despite having an aware-
ness of guidelines, and a request for more guidance,
there was also a recognition that guidelines on their own
are insufficient to prevent inappropriate PTG. In
addition to teaching students more about how to make
ethically sound decisions, there may be a need to align
ethics and professionalism more explicitly with teaching
in digital literacies to ensure issues with PTG are
minimized.
This study is perhaps limited by its relatively small sam-

ple size, which was selected with pragmatic intent. This
study is, however, an important step in expanding the
scope and extent of data available on the topic of PTG,
and raises the possibility of larger studies in the future.

Conclusions
Our analysis of the data from this study suggest that PTG
may be viewed as ethically dubious in some situations, yet
it may be crucial to patient care and safety in others. The
decision to conduct PTG should be made in concert with
careful consideration of ethical principles, motivations,
and of the intended use of any information retrieved. Pa-
tients have an expectation of confidentiality and trust.
This trust may be betrayed if healthcare professionals
overstep the boundaries of the doctor-patient relationship
by conducting PTG in a manner which does not align
with the patient’s expectations, or with sound ethical and
professional judgement. Healthcare professionals should
pay close attention to the legality of their search with re-
spect to the Health Information Privacy Code. Teaching
or guidelines could mitigate the risk of legal issues and
may be helpful to healthcare professionals facing ambigu-
ous situations. PTG represents a risk of eroding the pa-
tient’s right to privacy and dignity, so should be
approached with caution, in a robust and ethical manner.
PTG should only be carried out to protect the wellbeing
and safety of the patient, it should not be conducted out
of curiosity or for reasons unrelated to the delivery of care.
The association between PTG and SNS use raises the
question of the extent to which online behaviours are re-
sponsible for PTG trends. This association warrants fur-
ther investigation and could provide interesting future
research. Investigating attitudes towards PTG among dif-
ferent healthcare professions could provide interesting
data. Input from patients and the medico-legal sector may
give a more extensive understanding of PTG.
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Abstract

Background: Digital communication between a patient and their clinician offers the potential for improved patient
care, particularly for young people with long term conditions who are at risk of service disengagement. However,
its use raises a number of ethical questions which have not been explored in empirical studies. The objective of this
study was to examine, from the patient and clinician perspective, the ethical implications of the use of digital
clinical communication in the context of young people living with long-term conditions.

Methods: A total of 129 semi-structured interviews, 59 with young people and 70 with healthcare professionals,
from 20 United Kingdom (UK)-based specialist clinics were conducted as part of the LYNC study. Transcripts from
five sites (cancer, liver, renal, cystic fibrosis and mental health) were read by a core team to identify explicit and
implicit ethical issues and develop descriptive ethical codes. Our subsequent thematic analysis was developed
iteratively with reference to professional and ethical norms.

Results: Clinician participants saw digital clinical communication as potentially increasing patient empowerment
and autonomy; improving trust between patient and healthcare professional; and reducing harm because of rapid
access to clinical advice. However, they also described ethical challenges, including: difficulty with defining and
maintaining boundaries of confidentiality; uncertainty regarding the level of consent required; and blurring of the
limits of a clinician’s duty of care when unlimited access is possible. Paradoxically, the use of digital clinical
communication can create dependence rather than promote autonomy in some patients. Patient participants
varied in their understanding of, and concern about, confidentiality in the context of digital communication. An
overarching theme emerging from the data was a shifting of the boundaries of the patient-clinician relationship
and the professional duty of care in the context of use of clinical digital communication.

Conclusions: The ethical implications of clinical digital communication are complex and go beyond concerns about
confidentiality and consent. Any development of this form of communication should consider its impact on the patient-
clinician-relationship, and include appropriate safeguards to ensure that professional ethical obligations are adhered to.
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Background
There has been increasing support for the use of digital
communication between patients and clinicians in the
English National Health Care System (NHS). In 2012, the
Department of Health made the introduction of secure
electronic interaction between patients and their health-
care teams part of its official policy [1]. Several systematic
and literature reviews have reported benefits of the use of
digital communication in both adult and young popula-
tions [2–4], but the greatest potential benefit is arguably
for adolescents with chronic health conditions who are at
risk of disengagement with services [5]. However, the use
of digital communication in these contexts raises a num-
ber of ethical concerns regarding confidentiality and con-
sent, as well as potentially redefining the nature of the
patient-clinician relationship. Confidentiality may become
more difficult to enforce, as human curiosity continues to
promote behaviour that derails even the most secure sys-
tems [6–8]. It may also be perceived as less important
with the current prevalence of social media and the in-
creasing trend to share personal information in public
fora. The nature of the patient-clinician relationship as
traditionally construed in a face-to-face encounter may
need to be revised, with potential implications for the eth-
ical and professional obligations that underpin this rela-
tionship [9, 10]. How is a professional duty of care, and its
associated ethical obligations, to be interpreted in a digital
world? Given these questions, and the growing import-
ance of digital communication in health care delivery,
there is limited evidence available about how digital com-
munication influences the patient-clinician relationship
and the corresponding ethical obligations. Published data
indicate that digital communication can make this rela-
tionship closer and improve communication [2, 9, 11, 12],
and even reduce the power differential between patient
and clinician [13]. However, these methods of communi-
cation can also be viewed as impersonal [14–16]; the in-
herent lack of non-verbal communication can lead to
misunderstanding [16]; or the patients may use asyn-
chronous digital communication inappropriately for ur-
gent issues requiring immediate clinical attention [14, 16]
leading to potential serious harm. We do not know how
digital clinical communication impacts on patient trust
and autonomy or how it affects the perennial ethical
tension for clinicians of balancing their responsibility to
act in their patient’s best interests while respecting the
patient’s autonomy [17, 18].
In 2003, The Council on Ethical and Judicial Affairs of

the American Medical Association set out ethical guidelines
for the use of electronic mail between patients and physi-
cians [7]. The recommendations emphasised that the eth-
ical obligations inherent in the clinician-patient relationship
were the same whatever method of communication was
used. Their focus was on providing appropriate information

about email communication to patients, informed consent
and maintaining confidentiality and privacy. Discussions on
ethical aspects of digital communication between patients
and their clinicians have continued to focus on these areas.
However, there is little empirical evidence regarding patient
and clinician experience of these technologies to inform
this discussion, and to contribute to ethically informed
development of the healthcare services that use these
technologies. This paper identifies and explores, from the
patient and clinician perspective, the ethical implications of
the use of digital clinical communication in the context of
young people living with long-term conditions. We use
these results to contribute to the commentary on the
ethical issues relating to the use of digital communication
in these clinical contexts.

Methods
We report on the ethical analysis undertaken within the
LYNC study – a multi-site project exploring the effects,
impacts, costs and necessary safeguards for young people
with long-term conditions of engaging with NHS
providers using digital communication in the clinical con-
text [5]. The LYNC study was approved by the National
Research Ethics Service Committee West Midlands –
Black Country (Ref. 14/WM/0066). Written or verbal in-
formed consent was obtained from all participants. Details
of the study method have been reported elsewhere [5, 19].
It involved data collection from clinicians and patients
across 20 NHS specialist clinics that provide care for
young people (aged 16–24) with chronic physical or men-
tal health conditions, such as cancer, sickle cell, liver dis-
ease, cystic fibrosis and psychosis. Interviews with
participants were semi-structured and focussed on the
participant’s experience of the use of digital communica-
tion between healthcare professional and patient in the
context of management of the chronic condition. Inter-
views were transcribed, anonymised and uploaded into
the NVivo programme [20] for coding and analysis. Inter-
viewees were given the opportunity to contact the study
team if they wished to read their interview transcripts.
Using an empirical ethics approach our analysis adopted

an iterative process between the explicit and implicit eth-
ical concerns expressed by participants and the ethical
and professional norms that frame current conceptions of
the patient-clinician relationship [21]. First, the team
members read interview transcripts from two sites to
identify examples of explicit articulation of ethical issues;
areas of conflict or disagreement; expressions of discom-
fort with current or perceived practice; or examples of
avoidance of an ethical issue. Implicit ethical issues or
concerns were identified by the team drawing on ethical
concepts such as autonomy, justice, and duty of care. This
allowed us to identify an initial set of themes derived both
inductively from the data and deductively using theoretical
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ethical concepts. These initial themes informed modifica-
tion of the interview schedule to elicit reflection on the
identified ethical issues. The modified interview schedule
was used in a further three sites. We then coded all tran-
scripts from these sites against the initial ethical themes
identified with further discussion and refinement of the
themes. The transcripts from these five sites were dis-
cussed in a series of analysis meetings with three members
of the analysis team (AI, AS, PE). We then refined the
themes in relation to ethical and professional normative
frameworks. Overall, we analysed 59 interviews with
young people and 70 with healthcare professionals. Finally,
the process was repeated with a sample (around 10%) of
transcripts from the remaining 15 LYNC study sites to
look for any new themes/issues and to consolidate con-
sensus on the initially agreed themes.

Results
Clinicians and young people saw digital clinical commu-
nication as increasing patient empowerment and auton-
omy and reducing harm because of rapid access to
clinical advice. However, some clinicians described diffi-
culties with defining and maintaining boundaries of con-
fidentiality, and blurring of the limits of their duty of
care when unlimited access is possible. An overarching
theme from the data was the need to re-conceptualise
the patient-clinician relationship in the context of the
use of digital communication. We discuss these findings
in more detail below under three predominant themes:
(1) autonomy and control, (2) defining the limits of duty
of care, and (3) communication and trust (see Table 1).

Autonomy and control
The majority of clinician participants agreed that digital
clinical communication allowed young people to have more
control in both the management of their condition and in
the way in which they communicated with healthcare
professionals. Easier access to expert advice gave them

confidence in making decisions about their health, and in-
creased options for communication enabled them to control
the progress of difficult conversations. ‘They feel in control if
they’ve got a question, they’re not disenfranchised. They’ve got
someone to ask about it so they can feel empowered to ask
those questions and control their own health rather than
don’t know who to ask or whether to come forward with
things.’ Cystic fibrosis 1 Specialist nurse 03

‘…it gives people another chance to explain their issues
and it can even be good for things that maybe you’re
not comfortable talking about in front of the person…I
think it is an invaluable resource because you know,
you can ask anything, you don’t have to wait, you can
get an answer.’ Liver Young person 10

Use of digital clinical communication appeared to bring
about a shift in culture in the clinic with clinicians adopt-
ing methods of communication regularly used by young
people rather than expecting young people to fit in with
established health service determined methods of commu-
nication. They were adapting to the young person’s world
rather than the young person being expected to adapt to
their world.

‘…if you had to rely on them ringing in the landline
here, nine times out of ten it wouldn't happen because,
you know, for a 14-year-old lad it's too much like hard
work… I suppose it's bringing… not bringing yourself
down but levelling… getting on the same level, the
same wavelength.’ Mental health 3 (outreach team)
Mental health practitioner 04

While some young people talked about achieving in-
creased empowerment from digital clinical communica-
tion, in general they placed more emphasis on the
increased opportunity to build a more personal relation-
ship with their clinician through more frequent contact.

Table 1 Key themes from the data

Key themes Sub-themes discussed in the interviews

Autonomy and control • Increasing young person’s control in the management of their condition.
• Paradoxical reduced autonomy of young people and increased dependence on the clinician.
• Opportunity to build a more personal relationship with their clinician more important than increased control.
• Loss of clinician autonomy in relation to the timing and the style of the communication with young people;
and control of information passing into the public domain.

Defining the limits of duty of care • Ambiguity about when the duty of care is established and what is required by that duty.
• Different views and ways of dealing with issues around duty of care amongst clinicians:
• Establishing rules about access and responsiveness of clinicians to digital communication

Communication and trust • DCC as an enabler of a trusting relationship between young people and their clinicians.
• Importance to young people of face to face consultation for establishing trust.
• Clinician concern regarding completeness of information provided by young people through
digital communication.

• Different understandings of confidentiality and privacy amongst young people and their clinicians.
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Because of this the clinician was more likely to under-
stand the young person’s circumstances and what was
important to them.

‘…it’s made [my relationship with the clinical team]
stronger because I have more contact with them and
more personal contact (…) they kind of know me a bit
better and I know them a little bit better…So it doesn’t
feel like I’m just another patient.’ Liver Young person 18

The responsiveness of digital communication made
some young people feel more secure and cared for
within the clinician-patient relationship.

‘Well the fact that I could email instantly…being in
contact with someone about something like that
instantaneously eases your anxiety somewhat, just
the fact that you know someone is going to read the
email and provide some sort of response about
what they think is going on. That’s sort of some
reassurance.’ Sickle cell Young person 10

‘[Young people] like to receive them because they know
that somebody is caring about them and that it
reminds them sometimes, oh actually yeah, there is
something I want to ask you, I'm glad you've texted.’
Sickle cell Nurse specialist 12

Somewhat paradoxically, digital clinical communica-
tion could result in the reduced autonomy of young
people. Some clinicians described young patients be-
coming more dependent rather than less dependent
because of the increased access to clinical support
and advice provided by digital communication. Easier
access to advice via emails or text messages could re-
move the need for the young person to make deci-
sions for themselves and thus disempower them from
taking control of their own condition. This general
dependence on easy access to a clinician could, in
turn, develop into a more personal dependence on a
specific clinician.

‘I do think it is too…I think it makes patients a little
too dependent on you and you only, which we don’t
like to happen.’ Diabetes 1 Specialist nurse 03

‘You know, they're not going to have me forever to text,
so they need to learn to manage these situations
themselves.’ Mental health 3 (outreach team) Support
worker 03

The use of digital communication raised some con-
cerns about clinician autonomy for our clinician partici-
pants. Improved accessibility for patients can mean that

a clinician has less control over both the timing and the
style of the communication.

‘…it allows you to be much more accessible,
which is a great thing, but on the other hand
it also prevents you putting in normal professional
boundaries, that allow you to exist as a clinician
actually.’ Mental health 1 (Early intervention)
Consultant 09

‘I've had text messages before where they just get a
bit more friendly and they will sort of like put a
kiss on the end and I just feel like it starts to get a
bit more sort of friendly so it's a bit more harder to
keep those boundaries in place with text messages.’
Mental health 4 (Early intervention) Assistant
psychologist 15

Health care professionals also described concerns about
losing control over the distribution of information when
the content of the digital clinical communication was
passed into the public domain by the patient without the
consent of the clinician. This raised questions of
whether the patient had a duty to respect the clini-
cian’s privacy and the nature of the patient-clinician
relationship with regard to sharing of and control
over information.

‘One young person decided to put texts that I'd been
sending to her out on social media, which is
inappropriate…And although she'd removed my name
on all of the texts it was my…you know, they [other
patients] knew it was what I'd said.’ Inflammatory
bowel disease 2 Dietician 10

Our findings suggest that the impact of digital clinical
communication on patient and clinician autonomy is
complex. It has the potential to empower young people
in managing their own care but it also provides them
with an opportunity to avoid taking responsibility. It can
challenge clinician autonomy in decisions about how
and when information should be shared and with whom.
One mechanism for facilitating both patient and
clinician autonomy is to ensure that there is a clear
process of informed consent prior to initiating this form
of communication. Clinicians have an opportunity in
this process to set out and negotiate the parameters of
this method of communication, and patients have the
information they need to make an informed choice
about their participation in digital clinical communica-
tion. Some of our clinician participants had clear
processes for obtaining consent but most were unaware
of any institutional policies regarding use of digital
clinical communication.
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Defining the limits of duty of care
Clinicians talked about facing difficult decisions when
patients used text or email for communication relating
to serious health concerns out of normal working hours:

‘I got an email from (patient) in the middle of the
night telling me she [the patient] was going to kill
herself … That really raises questions of where does
that put me responsibility-wise because that email was
sitting there not accessed, and she’d actually given me
that information, which if that was her calling in say-
ing that to me, I’d be professionally obliged to do some-
thing with that.’ Liver Psychologist 01

This clinician was concerned that the duty of care was
established with provision of information by the patient to
the health professional, or by the fact that this form of com-
munication had been agreed. This ambiguity about when
the duty of care was established, and what is required by
that duty, was shared by other clinician participants.

‘You know, if you get an email, it would have to be
acted on depending on what it said…so I think it
raises a lot of issues like that about duty of care and
about, you know, when are people checking them, how
often do we check them, what will we do with the
information.’ Mental health 2 (Child and adolescent
mental health service). Psychologist 11

Some clinicians dealt with these concerns by having a
strict rule about accessing their emails out of hours, ar-
guing that the duty only materialised once they had re-
ceived the information and not when it had been sent.

‘If I’d chosen to read my work emails, as some people
do at, you know, 10 o'clock on Saturday night, that I
would then be professionally obliged to do something
with that knowledge (…) It sounds awful but for my
professional responsibility the worst case would have
been if that event had happened, but also if I’d
accessed it out of working times.’ Liver Psychologist 01

In the UK a legal duty of care is established when a thera-
peutic relationship is established between a clinician and a
patient [22]. The General Medical Council requires that a
doctor make the care of their patient their first concern,
which would include responding to a clear expression of
need by the patient [22]. However, for an appropriate re-
sponse to occur there needs to be connection and communi-
cation with the patient. With more traditional forms of
communication between patient and clinician (telephone
and face-to-face encounter), the connection is immediate
and confirmed, hence the duty of care established. With
digital communication, there may be a misperception of

established connection by the patient, and hence lack of clar-
ity on whether a duty of care has been established. Our data
show that clinicians using digital clinical communication dif-
fer in their views on when a duty of care is established.
Some clinicians using digital communication with

their patients had very clear rules for themselves about
accessing emails and texts out of working hours. These
clinicians also emphasized the importance of making the
limits of access and alternative sources of support clear
to patients so that there was a joint understanding of the
limits of the individual clinician’s duty of care.

‘I will tell [patients] that you can contact me on all
these things but you may not get an answer, because if
you text and I'm in with somebody else for their one to
one, I'm not going to be answering you until that's
finished. ...so you know, we do accept those boundaries
at the beginning.’ Mental health 3 (outreach team)
Dialectical Behavioural Therapy co-ordinator 10

‘We’ve put a kind of a note on the bottom of our
emails explaining that we will pick up our emails
during working hours Monday to Friday and that if
there is anything urgent, that they need to go and see
the GP or their local health provider.’ Liver
Consultant 05

Communication and trust
For some participants in our study, the use of digital
communication enabled a trusting relationship to de-
velop more easily.

‘So she is, she's able…it enables her to be able to tell
me how she's feeling and what she needs and how she
needs it and her true feelings, where she can't do that
when I'm sat in the room with her. So it's a useful tool
for her.’ Mental health 3 (outreach team) Dialectical
Behavioural Therapy co-ordinator 10

‘I think it’s knowing that I can contact her easily and
that she’s so nice about it all the time, she’ll always
send a really friendly reply. I think I have a lot more
trust in her, I feel quite confident in her care.’ Liver
Young person 07

Not all patients were confident that digital communica-
tion increased trust. When the impact of decisions or com-
munication of information was likely to have a significant
effect on patient care a face-to-face encounter was seen as
a better way of establishing the level of trust required.

‘I’m trusting these people with my life; literally trusting
these people with you know, with your life. This isn’t
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just a question of, you know, you’re asking somebody to
do something for you, write a letter for you or
something like that…So from a patient perspective I
quite like to know who is treating me, who is calling
the shots, and yes to be able to just discuss with them
properly why they’re doing the things that they’re
doing, or you know, what other options there are.’
Liver Young person 1

Clinicians also had concerns about communicating by
digital means information that might have a major im-
pact on the young person.

‘You know, you could never text someone, oh by the
way, you've progressed, because the way that it's dealt
with is obviously incredibly important, especially the
way that they take to it psychologically and that kind
of thing. So I think for the more serious conversations,
good or bad, they need to be done face to face.’ Mental
health 4 (Early intervention) Case manager 03

Some participants, both young people and their clini-
cians, commented that it was not always possible to tell if
the young person is withholding important information
about their health in a text or email. Face to face or even
telephone encounters provide less scope for pretending
everything is well when it is not. This uncertainty created
anxiety for clinicians and young people alike.

‘…and I think also there are so many things that you
could fabricate in an email or a text, you could say
you feel fine when actually you’re not that fine…so I
just don’t think you can replace that personal one-on-
one.’ Liver Young person 16

‘We have some people who say they'd prefer a text
message. I don't feel happy about just sending a text
which is why I will say, do you want a phone call…
There's a couple of occasions where I've tried to press
the point by saying, are you saying no because you
don't want to speak or are you saying no because you
feel fine? And then a couple of times I haven't had a
response back, so that's even worse really because you
think: well what does that mean, have they just turned
their phone off.’ Mental health 3 (outreach team)
Mental health practitioner 05

A key element of a trust relationship between patient and
clinician is the expectation that the clinician will maintain
confidentiality, and potential breaches of confidentiality are
the main ethical concern expressed in the literature on
digital clinical communication. Young people had different
understandings of confidentiality and privacy, and expressed
different levels of concern about possible breaches. Some

told us that that they were worried about emails being inter-
cepted or messages on the home screen of their phone seen
by others.

‘I don’t particularly publicise the fact that I have an
illness…I mean texts flash up on people’s phones and
people, you know, press the lock screen to see the time
or whatever and you know, there’s a text from the
hospital....’ Cancer 1 Young person 02

Others were less concerned, either trusting their doc-
tor to limit communication to non-sensitive material, or
placing less emphasis on the confidential nature of med-
ical information compared to other personal information
such as bank details.

‘I mean, there’s nothing about, like, my bank details or
things like that, it’s just, kind of, about my health. I’m
not as worried about it.’ Kidney Young person 05

Clinicians were usually cautious about sending confi-
dential data digitally because of concerns about data se-
curity. Some clinicians were less concerned about
patients providing confidential information in this way,
seeing this as the responsibility of the patient.

‘If it's your data and you've made the choice to send it,
then that's your look out, and I think that's why we're
very careful about not sending anything via email. I
suppose they've made the choice to send us the data by
text and we would respond, but I wouldn't give any
data out by text, I would only give it over the phone,
which I feel is more secure.’ HIV Consultant 13

The expectation that patients will take responsibility
for disclosing personal information in their communica-
tions requires that patients are aware of the risks. Sev-
eral clinicians emphasised the importance of informing
patients clearly about the implications of using digital
communication and seeking their consent prior to com-
mencing this service.

‘I think there probably needs to be some sort of formal
conversation or information about the use of email
given to patients when they first attend for their first
appointment, just to make sure that you’ve got their
consent to communicate with email.’ Dermatology
Consultant 02

However, most clinicians were unaware of any specific
guidance on informing patients and obtaining consent
for digital clinical communication.
Digital clinical communication can generate new poten-

tial risks of inadvertent breaches of confidentiality because
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of the ease of access of information. Health professionals
who are vigilant about confidentiality in other contexts may
not recognise these risks. Some clinicians described acces-
sing email in public places such as on the bus or train:

‘I tend to do emailing as I get on the train because my
train’s a 40-minute train ride…I can finish off stuff
that isn’t urgent.’ Liver nurse 04

This activity was identified as a risk by only one par-
ticipant and only in relation to telephone calls.
Digital clinical communication can facilitate develop-

ment of trust in the patient-clinician relationship by en-
abling the establishment of a more immediate and
personal connection. However, the lack of direct per-
sonal contact between the clinician and patient could
potentially weaken trust on the part of the clinician. This
form of communication has challenges for data security
and confidentiality which could threaten patient trust in
their clinicians. Our data suggest that a trust relationship
between patients and clinician can be nurtured by using
digital clinical communication in addition to, rather than
in place of face-to-face consultation, and being aware of,
and honest about, risks to confidentiality.

Discussion
Our findings suggests that the use of digital clinical com-
munication has implications for three key elements of the
patient-clinician relationship and the professional ethical
framework that informs this relationship. It shifts the bal-
ance between patient and clinician autonomy, raises ques-
tions about the establishment and fulfilment of a duty of
care, and creates new challenges regarding confidentiality.
Our current understanding of the patient-clinician rela-

tionship is one of shared decision making requiring values
of openness and respect for patient autonomy and sup-
porting patients to manage their own condition. Good
communication is essential for this model of the patient-
clinician relationship to be realised and opportunities to
improve communication through use of digital technology
have the potential to facilitate or improve this relationship.
Previous studies have suggested that the use of digital
clinical communication improves the patient-clinician re-
lationship by enabling patients to feel more comfortable
about disclosing information to their clinicians and by
reducing the imbalance of power between patient and
clinician [23]. Our data support this hypothesis but also
suggest that there are other effects of digital communica-
tion on the patient-clinician relationship, and that the ef-
fect on patient autonomy is more complex than the
current literature acknowledges.
Our empirical data do not suggest a conception of auton-

omy that is limited to individual patient control and em-
powerment, which is how autonomy is usually interpreted

in healthcare. Digital clinical communication provided
more choice for patients on how and when to access infor-
mation and communicate with clinicians but this did not
always mean they took more control over managing their
illness. In addition, access to digital communication with
their healthcare professionals can place additional responsi-
bilities on patients, for maintaining confidentiality of shared
communication, and for respecting boundaries of access. A
more nuanced conception of autonomy may be more help-
ful when talking about the role of digital communication in
the clinical context. For example, principled autonomy
where autonomous choice is governed by principles of du-
ties or obligations [24], recognises that patients have re-
sponsibilities both to themselves and others. This model of
autonomy could require patients to respect professional
boundaries. Another potentially useful model of autonomy
in this context is relational autonomy which sees autonomy
as embedded in social relationships (for example the
patient-clinician relationship and respect for autonomy, not
simply provision of opportunity to make choices) [25]. Our
young people participants valued the deeper relationship
with their clinician that digital clinical communication
brought; a relationship that could provide a better under-
standing of how to support the young person to realise
their autonomy. The digital communication is a first step in
the process but in itself is not enough.
A key element of any relationship between a patient

and their clinician is the clinician’s professional and legal
duty of care to that patient. Our data show that clini-
cians using digital clinical communication experience
substantial moral concern that they may not be able to
fulfil their duty of care in the context of asynchronous
communication. Other authors have identified this con-
cern about limits of a duty of care with electronic com-
munication. Recupero specifically considers this in
psychiatric care but uses non-psychiatric legal cases to
caution that a breach of duty of care could result from a
delayed response to an email communication [26]. She
and others stress the importance of having robust sys-
tems in place to provide access to clinical advice when
patients contact clinicians by telephone or digital com-
munication, and the necessity of providing clear infor-
mation to patients about the limits and risks of using
digital communication in a therapeutic relationship [26].
The need for guidelines on good practice in the use of
digital communication, including informed consent and
establishing safe systems for data confidentiality and pa-
tient care, is a recurrent theme in the literature on
digital clinical communication. In our study many clini-
cians were unaware of any guidance either locally within
their organisation, or nationally. In May 2016 NHS Eng-
land issued guidance from their information governance
team on the use of emails and text messaging for com-
municating with patients [27]. The guidance emphasises
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the need for explicit consent and provides a sample con-
sent form. However, experience from the US suggests
that guidance alone may not be sufficient for clinicians
to change practice in adapting to the specific ethical
challenges of digital clinical communication. A survey of
physicians in the United States in 2003 found that of
204 who used email communication with patients at
least once a day, 72% reported they never obtained in-
formed consent for use of email [28] despite previously
published guidance from the American Medical Associ-
ation [14].

Strengths and limitations of the study
A strength of our study is its inclusion of the perspec-
tives of many young people and a wide range of clini-
cians with different experiences of the use of digital
communication. The method used enabled us to explore
specifically participants’ views on the ethical issues aris-
ing from the use of digital communication in some of
our sites. However, while a large number of case study
sites were included in the main study, the focus on eth-
ical issues during data collection was limited to three
sites. In our analysis we validated our themes against all
other sites and our analysis resonated with the data from
these sites, but this may still have limited the richness of
the ethical reflection obtained. Overall our participants
were enthusiastic users of digital clinical communication
so our data may not have accurately captured the con-
cerns of non-users of digital clinical communication.

Conclusions
Digital technology is likely to become a key element in
communication between patients and their clinicians in
the future. It has the potential to facilitate patient auton-
omy and empowerment, and improve clinical care, but
may result in a shift in the patient-clinician relationship
that has implications for how we conceptualise the profes-
sional duty of care. As healthcare organisations and clini-
cians embrace these technologies for communicating with
patients they will need to be clear to their patients, and to
themselves, about the implications with regard to respon-
sibilities for confidentiality, respecting boundaries, and
strategies to ensure that patients are not harmed. Organ-
isational guidelines should address these issues, and
should ensure that patients are informed of any risks and
limits to its use, and give consent. Education for health
care professionals will be needed to accompany imple-
mentation of the guidelines so that they are aware of the
ethical implications of the use of Digital clinical communi-
cation including their obligation to obtain informed con-
sent from their patients. If our aim is to empower patients
with regard to managing their health care we should also
empower them to make informed choices about clinical
communication.
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Leaving patients to their own devices?
Smart technology, safety and therapeutic
relationships
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Abstract

Background: This debate article explores how smart technologies may create a double-edged sword for patient
safety and effective therapeutic relationships. Increasing utilization of health monitoring devices by patients will
likely become an important aspect of self-care and preventive medicine. It may also help to enhance accurate
symptom reports, diagnoses, and prompt referral to specialist care where appropriate. However, the development,
marketing, and use of such technology raise significant ethical implications for therapeutic relationships and patient
safety.

Main text: Drawing on lessons learned from other direct-to-consumer health products such as genetic testing, this
article explores how smart technology can also pose regulatory challenges and encourage overutilization of
healthcare services. In order for smart technology to promote safer care and effective therapeutic encounters, the
technology and its utilization must be safe.

Conclusion: This article argues for unified regulatory guidelines and better education for both healthcare providers
and patients regarding the benefits and risks of these devices.

Keywords: Technology, Telemedicine, Patient safety, Medical ethics, Medical education, Professional regulation,
Patient engagement
Background
The use of technology in diagnosis and treatment is es-
sential to safe and effective health care, although it may
itself cause iatrogenic harm if not properly designed or
used [1]. This paper explores the ethical implications of
a specific type of information and communication tech-
nology on healthcare delivery: direct-to-consumer
(DTC) self-monitoring devices and smartphone apps.
Smart technology is now central to the vision of various
healthcare systems towards more personalised care de-
livery [2], and may be especially useful in the context of
an ageing population, an increasing prevalence of
chronic conditions, and the goal of keeping patients out
of hospitals. However, smart technologies may create a
double-edged sword for therapeutic relationships and
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patient safety. On the one hand, when used properly,
these technologies may promote safe and effective care
delivery by empowering patients to take charge of their
own health and promote efficient sharing of pertinent
health information. On the other hand, if not regulated
or incorporated appropriately into clinical care, smart
technologies can pose significant ethical and safety
concerns.

Patient safety and smart technologies
Patient safety research is now firmly established on pro-
fessional and political agendas across the world [3–6].
International studies estimate that between 8 to 12% of
hospital admissions are associated with an adverse event,
i.e., an unintended injury caused by medical manage-
ment, rather than by the disease process [7]. As Merry
and Brookbanks explain, an error occurs when someone
tries to do the right thing but ends up doing the wrong
thing [8]. Medication errors such as prescription of the
wrong drug or dosage and missed or delayed diagnoses
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that result in a delay in referral and treatment are common
problems [7]. In recent years, the study of adverse events
and medical errors has evolved into a broader concern with
safety – a more expansive and somewhat nebulous term [9]
which presents considerable challenges in terms of meas-
urement [10] and regulation [11].
Adverse events and medical errors pose specific profes-

sional and bioethical implications regarding disclosure to
patients as well as general ethical concerns around how
modern healthcare is delivered and coordinated [12]. Ad-
vancing health technologies promise more cutting-edge
diagnostic and treatment tools. Nonetheless, they also
introduce new care and process complexities for multidis-
ciplinary professionals. Given the basic bioethical tenets of
beneficence and non-maleficence, finding reliable ways to
track and prevent missed diagnoses is an important fron-
tier for patient safety and health service research [13].
Connected to this are systematic failures around the com-
munication of test results: some countries such as the UK
rely on patients to chase up test results and to alert staff
of missing and delayed results [14].
Various educational and communication strategies

have been identified for improving diagnostic and pre-
scription accuracy as well as reporting errors [15]. Infor-
mation and e-communication technologies for
professionals, such as electronic health records and
computerized physician order entry, are already widely
used [16]. Nonetheless, as monitoring and diagnostic
technologies evolve in the age of person-centred care,
can the use of smart technology by patients enhance
both therapeutic relationships and patient safety? How
can health systems and regulators ensure the appropriate
marketing and use of such technology so that these de-
vices can promote safe and efficient care organisation
and delivery?
The use of technology by patients managing their

health is not new. Patients with chronic conditions such
as hypertension have long been able to purchase blood
pressure monitors, and those with diabetes routinely
carry out blood glucose tests. Other DTC tests can diag-
nose sexually transmitted infections [17, 18], detect
pregnancy complications such as Group B strep [19],
predict bowel cancer [20] and provide preliminary risk
assessments for genetic conditions. Diagnostic and treat-
ment algorithms, such as devices that can provide ECG
reports via phone adaptors, and computer algorithms
that can analyse photos of skin rashes and send sug-
gested diagnosis and treatment options to patients via e-
mail or SMS [21], are also increasingly available.
As smartphone and its associated technology continue

to advance, device companies are increasingly targeting
asymptomatic and pre-symptomatic populations, reach-
ing not only patients but also healthy consumers. Half of
the world’s adult population own a smartphone, and this
is predicted to increase to 80% by 2020 [22]. With a low
barrier to market entry, there are estimated to be over
100,000 mobile healthcare apps [23], including various
DTC wellness wearables that continuously track vital
signs or provide basic dietary and exercise activity infor-
mation to users.
Smart technology has the potential for promoting eth-

ical and effective care delivery in at least two ways. First,
beneficence, or the promotion of patient well-being, is
generally accepted as an important bioethical principle.
Traditionally, symptomatic patients have to take several
steps and rely exclusively on their physicians for direct
information regarding their health. Many pre-
symptomatic individuals do not know of their own sus-
ceptibility to various conditions and would have to wait
until they have fallen ill before receiving medical atten-
tion or advice. Further delay of information ensues if la-
boratory tests are ordered. Patients in the UK often have
to take the initiative to obtain their results [14], whereas
many American physicians adopt the “no news is good
news” approach and wait until they have received con-
cerning laboratory reports before making appointments
with their patients to discuss the findings [24]. Patients
in both systems who do not hear back often wonder
with anxiety whether their results are “normal” or
whether their physicians simply have not received the
reports. Worse yet, sometimes reports are missed and
patients who require follow-up investigations or treat-
ments are not notified [24, 25].
As health-tracking devices allow patients immediate

access to their health data, they may enhance efficient
and timely sharing of vital information to wider patient
populations as well as facilitate more informed clinical
counselling. Smart devices may help health professionals
and patients in rural and isolated areas to share and co-
ordinate recorded information that is traditionally un-
available to such communities, thereby promoting more
equitable access to health information and correspond-
ing management options. With smart devices, patients
can ask more relevant and timely questions based on the
recorded information, and physicians can confirm the
accuracy of patients’ reports of their symptoms accord-
ingly. Patients with busy lives or cognitive decline can
particularly benefit, as they may recall their symptoms,
activities, and other information incorrectly [26], espe-
cially when there is a significant time lapse between no-
ticing the symptoms and consulting a physician [27]. At
other times, patients’ physiological responses (e.g. heart
rate) may fluctuate depending on various circumstances
(e.g. work stress), such that their physiological markers
at the time of their clinical consultation may not tell the
full story. Having recorded information that spans a
period of time may provide clinicians a more complete
picture of the patient’s condition that can help to



Ho and Quick BMC Medical Ethics  (2018) 19:18 Page 3 of 6
facilitate appropriate care and promote better health
outcomes.
Second, the democratization of health information

may allow consumers to access information for disease
and illness prevention. More importantly, the direct
availability of health information to patients has the po-
tential of facilitating a more mutual therapeutic relation-
ship, where informed patients can be actively involved in
their care and treatment decisions [28]. By allowing pa-
tients and consumers to bypass traditional routes for
accessing certain health information, DTC smart tech-
nology can potentially empower consumers in their
everyday lives and patients in the care delivery process
respectively. In the realm of clinical care, the rhetoric of
patient- and family-centred care abound. Nonetheless,
the notions of expertise and legitimacy continue to affect
professionals’ willingness to take patients’ and families’
concerns seriously. As Coulter explains, patient expertise
is often dismissed as a ‘fluffy notion that lacks the solid
underpinning of scientific rigour on which medical care
is supposedly built’ [29]. The tendency to under-value
concerns expressed by patients and their caregivers can
be regarded as a form of testimonial injustice [30], where
too much or too little credibility is given to doctors’ or
patients’ words because of prejudices about their re-
spective roles. The utilization of smart monitoring tech-
nologies, especially if coupled with target counselling
and education by healthcare professionals [31], may in-
crease health literacy, empower patients to take a more
active and informed role in the management of their
own health, and bestow on patients more testimonial
credibility. Connecting to our aforementioned argument
from beneficence, if patients can present relevant and re-
liable data to validate their symptoms, they may be able
to obtain speedier and more accurate diagnoses, thereby
enhancing patient safety and well-being.

Patient safety and ethical concerns regarding self-
monitoring devices
While the increasing use of self-monitoring devices may
facilitate patient engagement in the care delivery
process, their value in promoting better health outcomes
will depend on at least three significant factors.
First, the integrity and clinical utility of information

from some DTC smart devices are currently question-
able. As we learn from criticisms of DTC genetic tests,
where individuals can send in cheek swabs to obtain
genetic information regarding their risk of developing
various conditions such as heart disease, diabetes, can-
cer, or Alzheimer’s, these test results may not be clinic-
ally meaningful or can be misinterpreted [32]. Medical
devices are regulated by agencies such as the Food and
Drug Administration (FDA) in the USA [33] and the
Medicines and Healthcare Products Regulatory Agency
(MHRA) in the UK [34]. Products which claim to diag-
nose, treat or prevent disease (including software appli-
cations) are likely to be classified as devices and
regulated accordingly. Nonetheless, despite being aggres-
sively marketed as health-promoting tools, wellness
wearables which monitor general fitness are not formally
categorised as medical devices and are thus not regu-
lated. Limited studies exist regarding the accuracy or
validity of various “symptom checker” apps, which are
mostly developed by lay entrepreneurs rather than
healthcare professionals [23]. There is currently no
process of peer review beyond a simple anonymous user
rating scale [35], even though these products may still
present psychological and even physical risks to con-
sumers and patients if they do not work as intended
[36]. Such safety concerns raise questions of how regula-
tory and professional bodies should promote non-
maleficence and beneficence as per these devices. Since
some companies appeal to algorithmic authority to pro-
mote their apps to potential users [37] or purport to aid
patients to self-diagnose with minimal evidence base, the
potential for misuse is concerning [38]. Care providers
may also have trouble keeping up with these develop-
ments, making it challenging for them to educate or
warn patients accordingly. For example, the UK National
Health Service (NHS) launched a pilot health apps li-
brary in 2013 and currently lists fourty-three apps as
safe and trusted for patient use, raising questions about
the safety and utility of other DTC devices [39].
Second, while meaningful data that can confirm one’s

healthy status can reassure most patients, for the “wor-
ried well,” the device data may ironically exacerbate their
health anxiety and compromise patient safety rather
than promote productive engagement [40]. In the case
of genetic tests, information about having or not having
a particular gene mutation does not tell the whole story
about one’s susceptibility to various conditions. The
same applies to some biomarkers that need to be inter-
preted within the context of other variables. For ex-
ample, a heart tracing that looks unusual for an
asymptomatic person can be meaningless. However, in
the absence of comprehensive patient and consumer
education, healthy but anxious individuals may flock to
their physicians and seek additional testing upon am-
biguous results [41]. This can compromise therapeutic
relationships, patient safety, and appropriate allocation
of scarce medical resources. From over-prescription of
proton-pump inhibitors to near-universal use of
hormone-replacement therapy for postmenopausal
women [42, 43], iatrogenic health risks from over-
diagnosis and overtreatment abound [44]. The tide
against medical paternalism may discourage clinicians
from overtly dissuading consumers and patients from
using health-tracking devices. Nonetheless, in the name
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of upholding patient autonomy, physicians may ironically
feel pressured to practice “defensive medicine” and order
further tests or low-value treatments that may carry other
risks in order to avoid possible litigation [45]. Transferring
the costs of follow-up testing and care from for-profit de-
vice companies to healthcare systems that are already
overstretched also incur wasteful spending and pose just-
ice considerations.
Third, by marketing directly to consumers, device com-

panies are shifting the delicate but important balance in
provider-patient relationships. If device users are primarily
consumers rather than patients, a “buyer-beware” attitude
may result, diminishing the importance of the therapeutic
relationship. As Entwistle [46] argues, efforts to ‘activate’
individual patients to use various devices in the name of
self-care “can be problematic if insufficient account is
taken of patients’ own agendas, learning skills, and mater-
ial and social circumstances.” An increasing expectation of
patients to be actively and technologically engaged in their
own care and an over-reliance on these applications re-
gardless of patients’ desire, technological literacy, and eco-
nomic means may violate patients’ autonomy and
exacerbate access disparity [47]. It may marginalize pa-
tients who have no affordable or reliable access to internet
or mobile technologies, such as people who live in rural
or isolated areas, and affect others who feel uncomfortable
with these technologies (e.g., elderly patients). Moreover,
reliance on information from monitoring devices may
ironically promote other forms of distrust. On the one
hand, smart devices may render patients’ own testimony
as being less credible, if their report cannot be supported
by corresponding “objective” data. These concerns are evi-
dent in the treatment of chronic pain, where the pathology
(e.g., lower back injury) does not always correspond to the
reported severity by the patient [48]. Some physicians may
thus question the truthfulness of the patient’s testimony
regarding their symptoms, thereby reducing pain manage-
ment ‘problems’ to doubts about patients’ trustworthiness
[49]. On the other hand, patients who receive professional
diagnoses that differ from what the devices suggest – es-
pecially for the aforementioned worried well – may dis-
trust their physicians and their therapeutic
recommendations. Under-treatment due to distrust of pa-
tients’ testimony and dismissal of professional advice
based on patients’ over-reliance on these devices can both
compromise therapeutic relationships and patient safety.

Conclusion
Smart technology has the potential to facilitate patient
engagement and strengthen the credibility of patient tes-
timony, which may in turn help to promote patient
safety and ethical therapeutic relationships. Nonetheless,
the reliability and clinical utility of many of these devices
have yet to be proven. There are also privacy and data
confidentiality considerations that are beyond the scope
of this brief debate article. To maximize the potential of
these technologies, regulatory bodies need to develop
clear and unified guidelines in distinguishing “recre-
ational” from “medical” devices and monitor their mar-
keting claims and safety respectively. For example, the
utilization of a comprehensive risk assessment frame-
work can help regulatory agencies to evaluate the com-
plexity of an application and its probability and severity
of harm [50]. Some agencies, such as the aforemen-
tioned Food and Drug Administration in the US [33]
and the UK Medicines and Healthcare Products Regula-
tory Agency [34], are developing guidance on regulating
and monitoring the efficacy of mobile medical applica-
tions. Creating a global infrastructure for mobile medical
applications to provide common guidelines and serve as
a repository for shared resources may also help to
standardize safety requirements and promote evidence-
based practices for patients [32].
Whilst the safety of medical devices is monitored by

regulators, much of smart technology (e.g., wellness
wearables) would fall outside of formal regulation, either
because it is not classified as a medical device or because
of enforcement discretion. Promotion of safe and appro-
priate use of these devices requires a more collaborative
approach among different stakeholders. In particular, it
requires the active educational and supervisory involve-
ment of professional organisations and consumer/patient
user experience feedback. In promoting non-maleficence
and beneficence in the realm of smart technologies, pro-
fessional organisations and patient advocacy groups can
partner together to ensure that healthcare providers and
consumers/patients are educated about the appropriate
use and limits of these devices. Such collaboration may
offer a more effective way to gather feedback and pro-
mote patient safety than formal regulations. For ex-
ample, accredited continuing medical education training,
which is widely available for various clinical devices, can
be a model for educating clinicians regarding various
smart technologies. It is only when these tools are mar-
keted and utilised properly in the context of informed
and supportive therapeutic relationships that they can
effectively promote not only patient engagement, but
also patient safety.
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INSTRUCTIONS 
• Read through the article and answer the multiple-choice questions provided below. There is only ONE correct answer to each 

question, unless otherwise indicated. 
 

 

Patient-targeted Googling (PTG) and social media: a 
cross-sectional study of senior medical students 

(Ethical issues: doctor-patient relationship) 
 

Background 
 
Question 1: Is the following statement TRUE or FALSE? 
“Patient-targeted Googling has introduced new modes of 
intimacy to the doctor-patient relationship”.  
 

A: TRUE  
B: FALSE 

 
The argument of personal identity  

 
Question 2: Which one of the following statements is FALSE? 
 

A: A study by Clinton et al. identified problematic 
motivations for conducting PTG, specifically curiosity, 
voyeurism and habit  

B: The prevalence of PTG reported in other studies is 
surprisingly high  

C: In case studies documenting PTG, it was evident that 
patient’s may believe their privacy and autonomy as 
being breached  

D: Patient distrust could strain the patient-doctor 
relationship, particularly in the psychotherapeutic 
situation  

 
Question 3: Some case studies have documented the positive 
potential of PTG. In this context, which one of the following 
statements is FALSE?  
 

A: If critical information on an unconscious patient is 
unavailable, PTG may present a simple and valuable 
solution    

B: Within the literature the care and safety of psychiatric 
patients was often cited as a useful role of PTG  

C: Healthcare professionals could learn more about a 
patient’s mental state or suicidal ideation from the 
content of social networking sites (SNS) which may 
enable the healthcare professional to prevent harm to 
the patient   

D: None of the above 
 
 
 
 
 
 
 

 
Question 4: The value of information gathered through PTG is 
heavily context dependent, but it may be of greatest benefit 
to patients with impaired ability to convey accurate 
information, for example the emergency department and 
psychiatric patients. Against this background, which one of 
the following statements about PTG is TRUE?  
 

A: Emergency department and psychiatric patients are 
those to which PTG can cause the greatest harm  

B: A breakdown in the therapeutic relationship could 
result  

C: It can negatively influence one’s perception of the 
patient;w for example a nurse in the emergency 
department can feel hesitant to treat the patient 
who has been “identified” online as a “verbal 
abuser”   

D: It can negatively influence clinical decisions; for 
example a doctor not taking a patient’s acute 
abdomen seriously after reading a comment on 
Facebook indicating the patient is a drug seeker 

E: All the above  

 
Question 5: Baker et al. outlines ten situations in which PTG 
may be warranted. These include all the following except for 
………………………...?  
 

A: Evidence of doctor shopping   
B: Evasive responses to logical clinical questions   
C: Dissonant or incongruent statements by the patient, 

or between patient and family members   
D: Suspicions regarding physical and /or substance 

abuse  
E: Gaining clinical and personal information to prepare 

for a scheduled appointment; thereby adding much 
more depth to the consultation   

 
Results Social networking site usage 

 
Question 6: Within the context of high levels of SNS usage, 
which one of the following statements is TRUE?  
 

A: 50% of respondents had at least one social media 
page 

B: 39% of the respondents’ SNS profiles contained 
information that they would not want a patient to 
see  

C: 60% of respondents’ profiles had information that 
they did not want a colleague to see 

D: 20% of respondents found it acceptable to accept a 
friend request from a superior 

E: 95% of respondents found it acceptable to accept  a 
friend request from a patient    



 
Question 7: Is it TRUE that while participants had a good ethical 
foundation for considering PTG, they favoured more explicit 
teaching and guidelines?  
 

A: YES  
B: NO  
 

Discussion  
 
Question 8:  Which one of the following was a “pervasive 
concern” in  other studies and was commented on frequently in 
this study’s focus groups?  
 

A: The veracity of information obtained  
B: That it was not the role of the health care professional 

to conduct PTG  
C: That they did not have a good ethical foundation for 

considering PTG  
D: None of the above 

 
Question 9: There was some evidence of an association between 
which one of the following and PTG? 
 

A: Age 
B: Education level 
C: Income 
D: SNS  

 
Question 10: A new patient in your practice is sent for 
radiography. The radiographer doing the scan calls you and 
expresses concern that the patient seems to be “extremely 
depressed” and that she is worried about the safety of the 
patient. Which one of the following would be ethical practice? 
 

A: Conducting PTG, making good notes in the patient 
record and using the radiology results as excuse for a 
follow-up consultation as soon as possible  

B: Calling the patient’s husband and asking him “to keep 
an eye” 

C: Making the following note in the patient record: 
“Extremely depressed / suicidal” 

D: None of the above  
 
 

Ethical implications of digital communication for the 
patient-clinician relationship 

 
Background 

 
Question 11: Is it TRUE or FALSE that the nature of the patient-
clinician relationship as traditionally construed in a face-to-face 
encounter may need to be revised, although this does not have 
implications for the ethical and professional obligations that 
underpin this relationship? 
 

A: TRUE 
B: FALSE  

 
 
 
 

 
Question 12: In view of the growing importance of digital 
communication, which one of the following statements is 
FALSE?   
 

A: A significant number of studies have been conducted 
about how digital communication influences the 
patient-clinician relationship and the corresponding 
ethical obligations   

B: Published data indicate that digital communication 
can make this relationship closer and improve 
communication  

C: The inherent lack of verbal communication can lead 
to misunderstanding  

D: Patients may use asynchronous digital 
communication inappropriately for urgent issues 
requiring immediate clinical attention leading to 
potential serious harm 

 
Question 13: It is well known how digital communication 
…………………? 
 

A: Impacts on patient trust   
B: Affects the ethical tension between balancing 

responsibility to act in the patient’s best interest 
while respecting patient autonomy  

C: Impacts on patient autonomy  
D: None of the above  

 
Question 14: Ethical guidelines for the use of electronic 
communication between patients and physicians set out by 
the American Medical Association in 2003 …………………….?  
 

A: Discouraged the use of electronic communication 
between patient and physician  

B: Emphasized that the ethical obligations inherent in 
this relationship were the same whatever method 
of communication was used  

C: Recommended ethical training for physicians on 
how to engage in this mode of communication  

D: None of the above   
 

Results 
 

Question 15: Findings were discussed under three 
predominant themes which included all the following, 
except for …………………………...? 
 

A: Autonomy and control  
B: Communication and trust  
C: Informed consent  
D: Defining the limits of duty and care  

 
 
 
 
 
 
 
 
 
 



 
Question 16:  Sub-themes discussed on defining the limits of 
duty of care included all the following, except for ………………….? 
 

A: Ambiguity about when the duty of care is established 
and what is required by that duty 

B: Importance to young people of face to face consultation 
for establishing trust  

C: Different views and ways of dealing with issues around 
duty of care  

D: None of the above 
 
Question 17: With reference to after- hours emails, is it TRUE 
that one can argue that a duty of care only materializes once 
one has received the information, and not when it was sent? 
 

A: YES  
B: NO 

 
Question 18: Communication and trust impacted in all the 
following ways except for ………………………? 
 

A: All patients were confident that digital communication 
increased trust  

B: Clinicians had concerns about communicating by digital 
means information that might have a major impact on 
the young person 

C: Some participants commented that it was not always 
possible to tell if the young person was withholding 
important information about their health in a text or 
email 

D: A key element in the trust relationship was the 
expectation that the clinician will maintain 
confidentiality  

 
Discussion 

 

Leaving patients to their own devices? Smart 
technology, safety and therapeutic relationships 

 
Question 21: Which one of the following statements is FALSE 
with regard to  smart technologies? 
 

A: It may create a double-edged sword for the 
therapeutic relationship 

B: It may promote safe and effective care delivery by 
empowering patients to take charge of their own 
health 

C: If not regulated or incorporated appropriately into 
clinical care, it can pose significant ethical and safety 
concerns 

D: Its main disadvantage is that efficient sharing of 
health information does not take place  

 
Patient safety and smart technologies 

 
Question 22: Patient safety research is now firmly 
established in professional agendas across the world. Against 
this background all the following are correct, except for 
…………………? 
 

A: International studies estimate that between 8 -12% 
of hospital admissions are associated with an 
adverse event 

B: Medication errors include prescription of the wrong 
drug or dosage as well as missed or delayed 
diagnoses 

C: Adverse events and medical errors pose specific 
bioethical implications regarding disclosure to 
patients 

D: Reliable ways exist to track and prevent missed 
diagnoses   

Question 19: The current understanding of the patient-clinician 
relationship includes which of the following? [More than one 
answer may be correct] 
 

A: Shared decision-making   
B: Respect for patient autonomy  
C: Supporting patients to manage their own condition  
D: Good communication  

 
Question 20: Recupero specifically considers which of the 
following with regard to duty of care? [More than one answer 
may be correct] 
 

A: A breach of duty of care could result from a delayed 

response to an email communication 

B: The importance of having robust systems in place to 
provide access to clinical advice when patients contact 
clinicians by phone or digital communication  

C: The necessity of providing clear information to patients 
about the limits and risks of using digital communication 
in the therapeutic relationship  

D: None of the above 
 
 
 
 

Question 23: Which one of the following statements is FALSE?  
 

A: Device companies are increasingly targeting 
symptomatic patients  

B: Ownership of a smartphone is predicted to increase 
to 80% of the world’s population by 2020  

C: There are estimated to be over 100 000 mobile 
healthcare apps, including various direct-to-
consumer (DTC) wellness wearables that 
continuously track vital signs, etc. 

D: DTC tests can diagnose sexually transmitted diseases 
(STD’s), predict bowel cancer and provide 
preliminary risk assessments for genetic conditions 

 
Question 24: Is it TRUE or FALSE that smart technology has 
the potential to promote ethical and effective health care in 
terms of the ethical principle of beneficence; the promotion 
of patient well-being? 
 

A: TRUE  
B: FALSE 

 

 

 

 



 
Question 25: As health tracking devices allow patients immediate 
access to health data, they may enhance efficient and timely 
sharing of vital information in all the following ways, except for 
………………………….?  
 

A: Patients can ask more relevant and timely questions 
based on recorded information  

B: Patients with cognitive decline can particularly benefit as 
they may recall their symptoms, activities and other 
information incorrectly  

C: Patients’ physiological responses (e.g. heart rate) may 
fluctuate depending on various circumstances (work 
stress) such that their physiological markers at the time 
of their clinical consultation may not tell the full story  

D: General practitioner and specifically specialist visits will 
be significantly less as these health care providers have 
sufficient information to manage their patients’ 
conditions      

 
Question 26: Is it TRUE or FALSE that the utilization of smart 
monitoring technologies, especially  if coupled with target 
counselling and education by health care professionals, may 
increase health literacy, empower patients to take a more active 
and informed role in the management of their own health, and 
bestow on patients more testimonial credibility?  
 

A: TRUE  
B: FALSE 

 
Patient safety and ethical concerns regarding self-monitoring 

devices 
 
Question 27:  Self-monitoring devices’ value in promoting better 
health outcomes will depend on at least three significant factors. 
Which one of the following factors is not correct?  
 

A:  The integrity and clinical utility of information from some  
      DTC devices are currently questionable  
B:  Data from these devices can exacerbate the anxiety 

some patients already experience with regard to their 
condition(s)  

C:  The use of these devices has already led to a range of 
new adverse health conditions coming to the fore, such 
as device-linked hand and finger arthropathy  

D:  Device companies are shifting the delicate but important 
balance in provider-patient relationships  
 

Question 28: Which one of the following statements is TRUE?  
 

A: The specificity of DTC genetic tests has been validated 
B: DTC tests go through a rigorous peer review process 
C: DTC tests will, for example with unusual heart tracings, 

always indicate if such a tracing is meaningful  
D: In the name of upholding patient autonomy, physicians 

may feel pressurized to practice “defensive medicine”   
 
 

 

 

 

 

 
Question 29: Efforts to “activate” individual patients to use 
various devices can be problematic if insufficient account is 
taken of which of the following? [More than one answer may 
be correct]  
 

A: Patients’ own agendas  
B: Patients’ learning skills  
C: Patients’ ability to convey only essential elements of 

data to their health care provider  
D: Patients’ material and social circumstances  

 
Question 30: Smart devices may promote forms of distrust in 
which of the following ways? [More than one answer may be 
correct) 
 

A: They may render the patient’s own testimony as 
less credible if their report cannot be supported 
by corresponding “objective” data  

B: In the treatment of chronic pain, this can lead to 
under-treatment or to reducing pain 
management “problems” to doubts about 
patients’ truthfulness or trustworthiness  

C: Patient who receive diagnoses that “differ” from 
what the devices suggest, may distrust their 
physicians   

D: None of the above 
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